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[ NDI VI DUAL TRAI NI NG STANDARDS

1. General. This enclosure contains all of the ITSs for this CccFl d, grouped by M.
Each MOS is contained in a separate Appendix to Enclosure (6).

2. Format. For each ITS, the following el ements of information are provided:

a. TASK The task describes a specific and necessary behavior expected of a Marine
inaparticular MS or hillet. It is a clearly stated, performance-oriented action
requiring a learned skill. Skills that "make" a Marine or qualify that Marine for the
appropriate MXS are designated as "CORE." Those advanced skills that are mssion
grade, or hillet specific are designated as "CORE PLUS."

b. CONDITIONS). This portion of the ITS describes the equipnent, manuals,
assi stance/ supervi si on, special physical denmands, environnental conditions, and |ocation
affecting a Marine's performance of the task under real-world circumstances.

c. SIAN S). This portion of the ITS describes the level of proficiency to
whi ch the individual nmust performthe task

d. PERFCRVANCE STEPS. Collectively, the performance steps represent the |ogica
sequence of actions required of the Marine to performthe task to standard. These
actions are typically detailed in the references

e. INTIAL TRAINING SETTING Al ITSs are assigned an initial training setting
that includes a specific location for initial instruction [Functional Learning Center
(FLC) or Managed On-The-Job Training (MXT)], a sustainnment factor (nunber of nonths
bet ween eval uation or retraining to maintain the proficiency required by the standard),
and a "Required By" grade (the | owest grade at which task proficiency is required).

f. REFERENCE(S). References are doctrinal publications, technical nanuals, and
other publications upon which the ITS and its performance steps are based. They shoul d
be readily available and provide detail to the procedures that are only sunmarized in
the performance steps.

g. TRAINING MATER EL (Optional). Training materiel includes all training devices
sinmulators, aids, equipnent, and materials [except amunition, distance learning (DL)
products, and performance support tools (PST)] required or recomrended to properly
train the task under the specified conditions and to the specified standard. Mandatory
itens are preceded by an asterisk(*).

h. AMWNTION (Qptional). This table, if present, depicts the amunition
expl osi ves, and/or pyrotechnics required for proper training of the ITS.

i. DI STANCE LEARNI NG PRODUCT(S) (Qptional). This section includes a list of any
currently available or planned DL products designed to provide training related to this
t ask.

j . PERFORVANCE SUPPORT TOOL(S) (Optional). This section includes a list of any
currently available or planned PSTs designed to provide training related to this task.

k. ADM NI STRATI VE I NSTRUCTIONS (Optional ). Adninistrative instructions provide the
trainer/instructor with special required or recomended circunstances, including safety
precautions, relating to the training or execution of the task. These instructions may
also clarify the nmeaning of the task.
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MOS 0681, | NFORVATI ON SECURI TY TECHNI CI AN

DUTY AREA 01 - COVMUN CATI ON | NFORMATI ON SYSTEM SUPPORT PLANNI NG

For a conplete MOS 0681 task list, add appropriate grade-level tasks from MOXS 0600,
BASI C COVMUNI CATI ON | NFORVATI ON SYSTEMS MARINE to the fol | owing tasks.

TASK: 0681.01.01 (CORE) DRAFT ENERGENCY ACTI ON PLAN ( EAP)

CONDI TION(S): Provided planning docunents and references.

STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1.

Eval uate potential threats posed against COVSEC material, natural disasters, and

hostile actions.

2.

Deternmine secure renoval / storage requirenents including alternate storage

| ocati ons.

3.
4.

9.

Det ermi ne energency destruction requirenents considering facilities and devices.
Devel op destruction priority list.

Det ermi ne emergency destruction nethods.

Determine positional responsibilities for execution of EAP.

Subnit EAP to conmander.

Revi ew Communi cation Systens users EAP preparations.

Conduct annual EAP training exercises.

INCTIAL TRAINNG SETTING FLC Sustainnent: 12 Req By: SSgt

REFERENCE( S) :
1. Cvs-1 , COVBEC Material System Policy & Procedures Manual
2. NTP-4, Naval Tel ecommuni cations Procedures/Fl eet
3. CPNAVINST 5239.1 , Navy Information Assurance (IA) Program
4. OPNAVINST 5530.18 , Departnent of the Navy Physical Security Program
5. SECNAVI NST 5510.30 , Departnent of the Navy Personal Security Program
6. SECNAVI NST 5510.36, DON Information Security Program (ISP) Regul ation

TASK: 0681.01.02 (CCRE) PLAN | NFOSEC MATERI AL REQUI REMENTS
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CONDI TION(S): Provided with planning documents, account allowance correspondence, and
ref erence.

STANDARD( S): To ensure communi cation and information security, per the reference.

PERFORVANCE STEPS:

1. Conduct annual review of COVBEC material allowance.

2. Validate COVBEC material on hand.

3. Adjust nodifications to allowance, as required.

4. Review reserve-on-board (ROB) |evel.

5. Oder traditional physical/electronic key fromNSA as required.

6. Deternine local traditional electronic key generation requirenents and
procedur es.

INLTIAL TRAINNG SETTING FLC Sustainnment: 12 Req By: SSgt

REFERENCE( S) :
1. Cvs-1 , COVBEC Material System Policy & Procedures Manual

2. COVB-21, COVBEC Material System Policy and Procedures
3. NTP-3, Plain Language Address Directory (PLAD)

TASK: 0681.01.03 (CORE) DRAFT/ ENFORCE COVBEC POLI CI ES AND PROCEDURES
CONDI TION(S): G ven planning docunents, conmmander's gui dance, and references.
STANDARD( S): To ensure communi cation security, per the references.

PERFORVANCE STEPS:

1. Review planning documents.

2. Devel op COVBEC policies and procedures.

3. Update COVBEC policies and procedures, as required.

4. Ensure adherence to COVSEC policies and procedures.

5. Provide witten guidance (SOP, directives) to COVBEC users.

INITIAL TRAINING SETTING FLC Sustainnent: 12 Req By: GySgt

REFERENCE( S) :
1. CMV5-21, COVBEC Material System Policy and Procedures

2. EKMB 704, LMY KP Qperators Manual
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NAG 14 , Saf eguarding COVBEC Material and Facilities
NAG 16, Field CGeneration and Over-the-Air Distribution of COMSEC KEY in

Support of Tactical Ops and Exercises

5.

NAG 69 , Information System Security Policy and Procedures for FORTEZZA Card

Certification Authority Wrkstations

6.

NAG 71, Interim Qperational Security Doctrine for the Local Mnagenent

Devi ce/ Key Processor (LMY KP)

7. NSTISSI 4005, Safeguarding Conmuni cations Security (COVBEC) Facilities and
Material s

8. SECNAVI NST 5510.30 , Departnent of the Navy Personal Security Program

9. SECNAVI NST 5510.36, DON Information Security Program (ISP) Regul ation

TASK: 0681.01.04 (CORE PLUS) DEVELOP COVBEC JO NT CONTI NGENCY OPERATI ONS DRAFT PLAN

CONDI TION(S): G ven planning docunents, Conmander's gui dance, and references.

STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1.
2.
3.
4,
S.

Revi ew pl anni ng docunents.

Anal yze joint COVBEC material requirenents.

Coordinate requests and validations between joint COVBEC agenci es.
Revi ew changes to COVBEC contingency pl an

Make appropriate changes.

INITIAL TRAINING SETTING MXT Sustainnent: 12 Req By: MySgt

REFERENCE( S) :
1. Cv5-1 , COVBEC Material System Policy & Procedures Manual
2. COVB-21, COVBEC Material SystemPolicy and Procedures
3. MW, 6-22, Communication and Information Systens
4. SECNAVINST 5510. 36, DON Information Security Program (1SP) Regul ation

TASK: 0681.01.05 (CORE PLUS) VALI DATE COVBEC KEYMAT MODI FI CATI ON OF ALLOWANCE ( MOA)

CONDITION(S): Gven the request nessage for the MOA, annual COVBEC review, and
ref erence.
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DUTY AREA 02 - COVMUN CATI ON | NFORMATI ON SYSTEMS | NSTALLATI ON

TASK: 0681.02.01 (CCRE PLUS) PERFORM | MVEDI ATE SUPERI CR | N COMVAND (1 SI'C) FUNCTI ON

CONDI TION(S): G ven Commander' s gui dance, planning docunents, and references.

STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1.
2.

5.
6.

Revi ew pl anni ng documents.

Advi se subordinate accounts.

Per form EKMS i nspections per reference (3).

Provide followon training to EKMS managers, as required.

Ret ai n COVBEC records for disestablished or deconnissioned account commands.

Val i dat e COVBEC requirenents of subordinate accounts.

INITIAL TRAINING SETTING MXT Sustainnent: 12 Req By: Mgt

REFERENCE( S) :
1. Cvs-1 , COVBEC Material System Policy & Procedures Manual
2. (COMB-21, COVBEC Material System Policy and Procedures
3. COMB-3_, EKMS Inspection Manual
4, CM5-6, STU Il Key Managenent
5. EKMB-702.01, STU Il Key Managenent Plan
6. LMYKP, Local Managenent Device/Key Processor (perators Manual

TASK: 0681.02.02 (CCRE PLUS) INSTALL LMY KP ELECTRONI C KEY MANAGEMENT (EKMS) SUITE

CONDI TION(S): Provided EKMS Hardwar e, Sof t ware, and ref erences.

STANDARD( S): To prepare LMY KP EKMS Suite for operation, per the references.

PERFORVANCE STEPS:

1.
2.

I nventory EKMS Har dwar e/ Sof t war e.

Conpl ete actions required by reference (3) during account installation.
PerformKP Initialization.

Instal | Master Signature Key an FireFly Vector Key.

Enter System Administrator PIN and Password.
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6. Ensure PIN and Password is changed by account manager.

7. Performinitial operational check utilizing X-400, Direct Comms, and CARS/ NEAT
Conmuni cati ons.

INITIAL TRAINING SETTING FLC Sustainnent: 12 Req By: GySgt

REFERENCE( S) :
1. CWV5-21, COVBEC Material System Policy and Procedures

2. CM5-6, STUIIIl Key Management

3. DOV5, 90 Day Message

4., EKM5 704, LMY KP Qperators Manual
TRAI NI NG MATERI EL:

1. * Eectronic Key Management Suite (EKMB)
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DUTY AREA 03 - COVMUN CATI ON | NFORMATI ON SYSTEMS OPERATI ON

TASK: 0681.03.01 (CORE) OPERATE THE DATA TRANSFER DEVI CE (DTD)
CONDITIONS): Provided a Data Transfer Device and references.
STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Initiate/setup the DID.
2. Receive key.
3. Transfer/issue key.
4. Destroy key.
5. Review DID audit trail on DID.
6. Upload DID audit trail to LMD.
7. Safeguard and account for DID and C Ks.
|NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. DID Qperator Manual

2. COV5-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material System Policy and Procedures

4, NAG 16, Field CGeneration and Over-the-Air Distribution of COMEC KEY in
Support of Tactical Ops and Exercises

TRAINI NG MATERI EL:

1. * Data Transfer Device (DTD)

TASK: 0681.03.02 (CORE) OPERATE THE LOCAL MANAGEMENT DEVI CE/ KEY PROCESSCR (LMY KP)
CONDI TION(S): Provided the LMY KP, PIN nunmber, keys, and references.
STANDARD( S): To ensure commruni cation and information security, per the references.

PERFORVANCE STEPS:

1. Qpen the Local COVBEC Managenent System (LCMS) application.
2. PerformLCMB functions, as required.

3. Performdaily LCVS backup.
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4. Log out of LCMB.
INITIAL TRAINING SETTING FLC Sustainnent: 12 Req By: SSgt

REFERENCE( S) :
1. CV5-21, COVBEC Material System Policy and Procedures
2. EKMB-702.01, STU Il Key Managenent Plan
3. LMY KP, Local Managenent Device/Key Processor (perators Manual

TRAINI NG MATERI EL:

1. * Local Managenent Devicel/ Key Processor

TASK: 0681.03.03 (CORE) GENERATE ELECTRONI C KEY
CONDI TION(S): G ven planning docunents, appropriate guidance, and references.
STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Deternine electronic key requirenents.

2. Oder and produce key.

3. Report generation to COR as required.

4. Distribute key to other accounts or local elenent, as required.
| NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. COV5-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material System Policy and Procedures

TASK: 0681.03.04 (CORE PLUS) OPERATE THE CERTI FI CATI ON AUTHORI TY WORKSTATI ON ( CAW
CONDITION(S): Provided the CAW PIN, keys, DP manual, and references.
STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Access the program

2. Perform CAW management functions, as required.
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3. Cenerate and distribute FORTEZZA cards, as required.
INFTIAL TRAINING SETTING FLC Sustainment: 12 Req By: Sgt

REFERENCE( S) :
1. CV5-9, DON Certification Authority Policy and Procedures (DRAFT)

TRAINI NG MATERI EL:

1. * Conputer Suite

2. * Software
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DUTY AREA 04 - COVMUN CATI ON | NFORMATI ON SYSTEMS MAI NTENANCE

TASK: 0681.04.01 (CORE) MANAGE OPERATI ON OF SECURE TELEPHONE UNIT (STU) OR SECURE
TELEPHONE EQUI PVENT ( STE)

CONDI TION(S): Provided a STU- 3/ STE anci | | ary equi pnent and ref erences.
STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Install STU STE
2. Performkey update.
3. Conduct key conversion on STU STE.
4. Manage key control.
|NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. COVB-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material SystemPolicy and Procedures
4, CM5-6, STU Il Key Managenent
5. EKMB-702.01, STU Il Key Managenent Plan
TRAI NI NG MATERI EL:

1. SIE
2. STU-I11I

TASK: 0681.04. 02 (CORE) MAI NTAIN ELECTRONI C KEY MANAGEMENT SYSTEM (EKMB) ACCOUNT
CHRONCLOGI CAL FI LE

CONDI TION(S): G ven docunents requiring filing and reference.
STANDARD( S): To ensure communi cation and information security, per the reference.
PERFORMANCE STEPS:

1. Receive docunent.
2. File, as appropriate.

INCTIAL TRAINING SETTING FLC Sustainnment: 12 Req By: SSgt
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REFERENCE(S) :

1. Applicable Technical Publications/Mnuals

TASK: 0681.04.03 (CORE) REPORT COVBEC | NCI DENT/ PRACTI CES DANGERQUS TO SECURI TY ( PDS)
CONDITION(S): Provided a COVSEC incident or PDS and references.

STANDARD( S): To ensure communi cation and information security, per the references.
PERFORMANCE STEPS:

1. ldentify COVBEC incident/PDS.
2. Draft COVBEC incident report.
3. InformChain of Command of incident.

INCTIAL TRAINNG SETTING FLC Sustainnent: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals
2. COVB-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material System Policy and Procedures
4. SECNAVINST 5510. 36, DON Information Security Program (1SP) Regul ation

TASK: 0681.04. 04 (CORE) DESTROY COVBEC MATER! AL

CONDI TION(S): Provided superseded COVBEC material and references.

STANDARD( S): To ensure communi cation and information security, per the references.
PERFORMANCE STEPS:

1. Verify short title of the material.
2. Analyze material to determne destruction nethod.
3. Adhere to all safety precautions.
4. Destroy material via appropriate nethod.
5. Docunent destruction of material.
| NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals
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2. COVB-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material System Policy and Procedures
4. SECNAVINST 5510. 36, DON Information Security Program (1SP) Regul ation

TASK: 0681.04.05 (CORE) CONDUCT COVBEC MATERI AL | NVENTCRI ES
CONDI TION(S): Provided the inventory sheet, COVBEC material, and references.
STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Deternine type of inventory to conduct based on occasion.

2. Conduct inventory.

3. Annotate corrections to the inventory and submit to COR, when required.
|NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. COV5-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material SystemPolicy and Procedures

TASK: 0681.04.06 (CCRE) COUR ER CLASSI FI ED CRYPTOGRAPHI C MATERI AL

CONDITION(S): Gven classified cryptographic material, official authorization,
aut hori zed container, transportation, and references.

STANDARD( S): To ensure communi cation and information security, per the references.

PERFORVANCE STEPS:

1. Package classified cryptographic material.
2. Receive transportation and delivery instructions.
3. Exercise Two Person Integrity (TPI), as required.
4. Deliver material to authorized recipient.
|NITIAL TRAINING SETTING FLC Sustainment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals
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2. COV5-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material SystemPolicy and Procedures
4. SECNAVINST 5510. 36, DON Information Security Program (1SP) Regul ation

TASK: 0681.04. 07 (OORE) SUPERVI SE SAFEGUARD OF OOMBEC MATER! AL

CONDITION(S): Provided COVBEC material and references.

STANDARD( S): To provide comunication and information security, per the references.
PERFORMANCE STEPS:

1. Ensure handling COVBEC material is based on type and classification.
2. Ensure appropriate storage of COVBEC material.

3. Validate prerequisites of individuals who request COVBEC material .
4. Change conbinations, PINs, and passwords, as required.

5. Ensure storage containers meet federal specifications for classification as
required.

6. Inspect protective packing and conduct page checks of COVBEC material, as
required.

7. Inspect COVBEC users for conpliance with safeguarding standards.
INITIAL TRAINING SETTING FLC Sustainnent: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. COVB-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COMVBEC Material System Policy and Procedures

TASK: 0681.04. 08 (CCRE) RECEI VE COVBEC MATER! AL

CONDITION(S): Provided COVBEC material and references.

STANDARD( S): To provide comunication and information security, per the references.
PERFORMANCE STEPS:

1. Adhere to two-person integrity.
2. Inspect packages and COVSEC material for signs of tanpering.

3. Bring material into accountability within LCVB.
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4. Report receipt to COR
5. Report receipt to originator of shipnent.
6. Store material.

INCTIAL TRAINNG SETTING FLC Sustainnment: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. COVB-1, COVBEC Material SystemPolicy & Procedures Manual
3. COVB-21, COVBEC Material SystemPolicy and Procedures

TASK: 0681.04.09 (CORE PLUS) | NSTRUCT PERSONNEL | N COVBEC
CONDI TION(S): Provided security regulations, appropriate training aids, and references.

STANDARD( S): To maxinize the conpetency of the organization concerning COVBEC, per the
ref erences.

PERFORVANCE STEPS:

1. (Obtain/Review security regul ations.
2. Prepare/Review | esson plan.
3. Conduct training.
4, State several of the basic physical security requirenments.
5. Conduct an evaluation of instructed individuals.
INITIAL TRAINING SETTING MXT Sustainment: 6 Req By: SSgt

REFERENCE( S) :
1. Cvs-1 , COVBEC Material System Policy & Procedures Manual

2. COMB-21, COVBEC Material System Policy and Procedures
3. CPNAVI NST 5530. 18 , Department of the Navy Physical Security Program

TASK: 0681.04.10 (CORE PLUS) TRAIN LOCAL ELEMENT (LE)
CONDI TION(S): Provided training plan and references.

STANDARD( S): To maxinize the conpetency of the organization concerning conmunication
and information security, per the references.
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PERFORVANCE STEPS:

1. Conduct Data Transfer Device training.
2. Conduct STU STE trai ning.
INITIAL TRAINING SETTING MXT Sustainnent: 12 Req By: SSgt

REFERENCE( S) :
1. Applicable Technical Publications/Mnuals

2. DTD Qperator Manual

3. OV5-1, COVBEC Material SystemPolicy & Procedures Manual
4, COMB-21, COVBEC Material System Policy and Procedures

5. CM5-6, STUIIIl Key Management

6. EKM5-702.01, STU Il Key Managenent Plan

7. NAG 16, Field Ceneration and Over-the-Air Distribution of COMBEC KEY in
Support of Tactical Qps and Exercises
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